APPROXIMATION OF THE WEIGHTED RANDOM 
EARLY DETECTION BUFFER ADMITTANCE ALGORITHM 



FIELD OF THE INVENTION 

The present invention is related to active queue 
5 management. More specifically, the present invention is related to 
active queue management that calculates a drop probability of a 
packet that is received for storage in a buffer and compares the 
drop probability to a random number to determine if the packet 
should be discarded or not if an average buffer fill of the buffer 
0 is greater than a minimum threshold and less than a maximum 
threshold. 

BACKGROUND OF THE INVENTION 

Random Early Detection, or RED, is one of a class of 
mechanisms said to enable active gueue management . Active queue 

5 management attempts to control buffer occupancy in a manner 
consistent with higher layer protocol dynamics. Motivations for 
such mechanisms are discussed in RFC-2309 "Recommendations on Queue 
Management and Congestion Avoidance in the Internet". 

The alternative to active queue management is to simply 
0 let the buffer fill until it overflows. This is generally known as 
tail drop, since it is the latter part (tail) of a burst which is 

most often discarded. Early Packet Discard (EPD) , which triggers 
discard prior to actual buffer overflow, is an ATM-specific 
optimization to the tail drop policy described here. 

5 The most striking difference between RED and Tail Drop 

schemes, is that while the latter tends under congestion to 
maintain nearly-full buffers, RED attempts to keep buffers 
relatively empty. This represents a philosophical change, from 



viewing buffers as warehouses of bits with which to keep outgoing 
links busy during periods in which the arrival rate is less than 
the departure rate, to viewing their primary purpose to be burst 
absorption. This reflects both the nature of traffic on the 
Internet (a lot of which is bursty, even when aggregated) , and an 
understanding of the way in which higher layer Internet protocols 
(specifically TCP) perceive and respond to, network capacity. 

Positive effects of managing buffer occupancy via RED, 
include the following. 

(1) Delay and delay variation are reduced through a 
reduction in queuing delay. 

(2) Link utilization is increased due to the avoidance 
of state synchronization in the higher layer 
protocols controlling the rate at which individual 
sources transmit. 

(3) Discrimination against bursty traffic sources is 
eliminated. 

(4) Discrimination against flows spanning longer 
distances, is reduced. 

RED was initially proposed in a paper by Floyd and Van 
Jacobson titled "Random Early Detection Gateways for Congestion 
Avoidance", in IEEE/ACM Transactions on Networking, V.l N.4, August 
1993, p. 397-413, available at http : / /www. aciri . org/f loyd/papers/ 
early.pdf . The algorithm defined in this paper supported only 
best -effort service. Cisco Systems also provides for RED. 

Extension of RED to support differentiation of loss 
probability based on whether a flow conformed to its traffic 
contract, is discussed in Clark and Fang's paper "Explicit 
Allocation of Best Effort Delivery Service" , available at 
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http : / /dif f serv. lcs .mit . edu/Papers /exp -alloc -ddc -wf .ps . This paper 
defines what is generally known as "RED with In and Out" (RIO) . 
Nichols and Ibanez examine use of RIO to support an Assured 
Service . 

5 For the present invention; RIO is extended from 2 

markings ("colors") to three, to accommodate the 3 -color marking 
proposed for the AF PHBs . This is referred to as Weighted RED 
(WRED) . In systems where packets arrive every 2 clock cycles, the 
floating point calculations required for the WRED algorithm take 

0 too much time and are quite difficult to implement. The present 
invention involves an approximation of WRED using strict integer 
arithmetic and probability lookups . 

SUMMARY OF THE INVENTION 

The present invention pertains to an apparatus for 
5 storing a packet. The apparatus comprises a buffer in which 
packets are stored. The apparatus comprises a mechanism for 
determining an average buffer fill of the buffer, where the average 
buffer fill is an average fill state of the buffer. The 
determining mechanism is connected to the buffer. The apparatus 
0 comprises a mechanism for calculating a drop probability associated 
with the packet which identifies the probability the packet will be 
dropped from a the buffer. The apparatus comprises a mechanism for 
generating a random number. The apparatus comprises a mechanism 
for discarding the packet from the elements if the drop probability 
5 is greater in than the random number. 

The present invention pertains to a method for access 
control. The method comprises the steps of receiving a packet at 
an element having a buffer. Then there is the step of determining 
if an average buffer fill of the buffer in which the packet is to 
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be stored is greater than a minimum threshold and less than a 
maximum threshold, where the average buffer fill is an average fill 
state of the buffer. Next there is the step of calculating a drop 
probability associated with the packet which identifies a 
5 probability the packet will be dropped from the element. Then 
there is the step of comparing the drop probably to a random 
number. Next there is the step of discarding the packet from the 
element if the drop probability is greater than the random number. 

BRIEF DESCRIPTION OF THE DRAWINGS 

."SlO In the accompanying drawings, the preferred embodiment of 

^ the invention and preferred methods of practicing the invention are 
illustrated in which: 

Figure 1 is a schematic representation of the apparatus 
5 of the present invention. 

?%L5 Figure 2 is a graph of the probability function of the 

RED algorithm. 

Figure 3 is a graph of the WRED Stair- Step approximation. 

Figure 4 is a schematic representation of a block diagram 
of the implementation of the apparatus of the present invention. 

2 0 Figure 5 is a schematic representation of a block diagram 

of the probability memory address formation. 

Figure 6 is a flow chart of the algorithm of the present 

invention. 
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DETAILED DESCRIPTION 

Referring now to the drawings wherein like reference 
numerals refer to similar or identical parts throughout the several 
views, and more specifically to figure 1 thereof, there is shown an 

5 apparatus 10 for storing a packet. The apparatus 10 comprises a 
buffer 12 in which packets are stored. The apparatus 10 comprises 
a mechanism 14 for determining an average buffer fill of the buffer 
12, where the average buffer fill is an average fill state of the 
buffer 12. The determining mechanism 14 is connected to the buffer 

0 12. The apparatus 10 comprises a mechanism 16 for calculating a 
drop probability associated with the packet which identifies the 
probability the packet will be dropped from the buffer 12. The 
apparatus 10 comprises a mechanism 18 for generating a random 
number. The apparatus 10 comprises a mechanism 3 0 for discarding 

5 the packet from the elements 2 9 if the drop probability is greater 
in than the random number. 

Preferably, the calculating mechanism 16 includes a 
probability mechanism 20 having predetermined drop probabilities 
from which the drop probability is obtained. The probability 

0 mechanism 2 0 preferably has a probability memory 24 having 
addresses and the calculating mechanism 16 includes a mechanism 22 
for identifying an address in the probability memory 24 having the 
drop probability. Preferably, the calculating mechanism 16 
includes a mechanism 2 6 for mapping values of variables into 

5 regions . 

The random number generator mechanism preferably includes 
a linear feedback shift register 28 which approximates a random 
number generator. Preferably, the probability is defined as 
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ACl Jmarhng) ~ l-cou n t*p b (abf marh „ g ) 



where 



Pb( ab f m arlan g ) = 



m^-Pmarking ' (^marking " minth marlong ) V pktsize 



maXth marking ~ millth marking 



) 



VmaxPacket 



• queue _w eight 



queue 



and max__p marking , maxt , mint h marking , maxPacket , and 

5 queue_weight queue are constants. Preferably, 



ab f* 



(k x ' abf narhngo i d + k 2 ' ^marking) 



marking, new 



64 



where k x and k 2 are integers whose sum = 64 . The determining 
mechanism 14 preferably includes a mechanism 32 for determining the 
instantaneous queue fill. 



10 The present invention pertains to a method for access 

control . The method comprises the steps of receiving a packet at 
an element 29 having a buffer 12. Then there is the step of 
determining if an average buffer fill of the buffer 12 in which the 
packet is to be stored is greater than a minimum threshold and less 

15 than a maximum threshold, where the average buffer fill is an 
average fill state of the buffer 12. Next there is the step of 
calculating a drop probability associated with the packet which 
identifies a probability the packet will be dropped from the 
element 29. Then there is the step of comparing the drop probably 

2 0 to a random number. Next there is the step of discarding the 
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packet from the element 29 if the drop probability is greater than 
the random number. 

Preferably, the calculating step includes the step of 
5 retrieving the drop probability from a probability memory 24 having 
precomputed drop probabilities. The calculating step preferably 
includes before the retrieving step the step of identifying an 
address in the probability memory 24 of the drop probability. 
Preferably, the identifying the address step includes the step of 
10 mapping values of variables into at least two regions. 

The identifying the address step preferably includes 
H after the mapping step the step of determining the address from the 
II variables. Preferably, the mapping step includes the step of 
ffi mapping of variables into at least two regions by comparing them 
j*L5 with a programable thresholds. The comparing step preferably 
s includes the step of comparing the drop probability to the random 

^ number generated by a linear feedback shift register 2 8 which 
j4 approximates a random number generator. 

S:J Preferably, the variables includes count since last drop, 

20 packet size, average buffer fill, color and queue, respectively. 
The regions preferably include count_region, pktsize__ region, abf_ 
region, color and queue derived from the variables count since last 
drop, packet size, average buffer fill, color and queue, 
respectively. Preferably, the discarding step includes the step of 
25 discarding a packet every 2 clock cycles. 

The element 2 9 preferably includes a reassembler for 
sending packets to a network. Preferably, the probability is 
defined as 
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where 



M Jmarki " g) = I" count* Pb {abf marking ) 



f 



Pb( a bf markmg ) = 



max _ Pmarkmg • ( a Knarkmg - minth marking j) f pfosize 



maXth markmg ~ minth marking 



VmaxPacket 



■ queue _ weight 



queue 



and max_JWing# maxtl^^, minth marking , maxPacket, and 

5 queue_weight queue are constants. Preferably, 



(^1 ' a fyf narking ,old + ^2 ' ^ marking) 



marking, new 



X 



where k 2 and k 2 are integers whose sum = X. Preferably, X = 64 



In the operation of the invention, there are two 
thresholds used to determine when a packet should be considered for 
LO dropping. In the equations shown below, these thresholds are 
labeled minth and maxth, for minimum threshold and maximum 

threshold, respectively. These thresholds are compared to the 
average buffer fill (abf) to determine the drop probability. If aJbf 

is below minth, then the packet under consideration will not be 

L5 dropped (dropped with a probability of 0.0). If the abf is above 

maxth, then the packet will definitely be dropped (dropped with a 

probability of 1.0) . When the value of abf falls between maxth and 
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minthf then a drop probability is calculated for the packet. The 

farther above minth the abf falls, the greater the probability of 

dropping. There are other factors that affect this probability as 
well. They are the number of packets received since the last drop, 
5 the marking (DiffServ color) of the packet, and what queue the 
packet belongs to. Figure 2 shows the probability function of the 
basic weighted RED operation. Figure 3 shows the probability 
function of the approximation herein without influences from packet 
size, count since last drop, queue, and color. 

plO The calculated probability is compared to a random 

^ number, and if the drop probability is greater, the packet is 

rl. discarded. Otherwise, the packet is kept. The average buffer fill 

K is calculated either on every packet entrance into the system, or 

I5 on a periodic basis. It is an exponentially weighted moving average 

0l5 that allows the system to handle bursts of traffic without 

r = dropping. 

^ Let abf marking be the exponentially weighted moving average 

Q buffer occupancy applicable to packets with marking = marking 

Let iqf Q be the instantaneous queue fill of the queue to 
2 0 which the packet belongs, and min Q be the guaranteed minimum buffer 
space for this queue. 

Let pktsize be the size of the arriving packet, in bytes. 
Let max jp marklng be the configured drop probability when 

d-bf marking reaches R mar kmg,2 
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Let maxPacket be the configured maximum packet size 
(MaxPacket serves to weight the discard probability proportionally 
to packet size . ) 

Let count be the number of packets enqueued since the 
5 last packet was dropped 

The Average Buffer Fill Function: 

marking, new = 

{l-weight)-abf marking/Qld + weightdqf markzng 

G The calculation of abf marking is a floating point operation 

to calculate the exponential weighted moving average of the fill 
C010 state of the buffer 12. weight is a value between 0 and 1.0, 

pi inclusive. The weight parameter controls the smoothing of the 

* a average, and iqf irking ^ s the instantaneous queue fill, or the 

Fll instantaneous measure of the buffer 12 in use by packets classified 

f~ with marking. The closer to 1.0 the weight becomes, the more 

QL5 closely the average follows the instantaneous. 

The Probability Function: 

These formulas express the drop probability (p a ) of a 
packet when the average buffer fill is between the minth and maxth 
thresholds . 



, ljC , PbW marking) 
2 0 Pa W marking ) = \ 7T7 7 

\- count* p h (abf mark ) 
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This drop probability for a packet of a given marking and 

gueue is a function of several constants (max_jp marking/ maxth marking , 

mint:h marklng , maxPacket, and gueue_w r eigrht gueue ) and three variables 

5 (count, a.bf marking , and pktsize) . The resulting probability is a 

number between 0 and 1.0, inclusive, gueue^weight^^g is also a 

number between 0 and 1.0, inclusive, and abf marking is the floating 

point number calculated as shown above. The remaining parameters 
are integers. There are three possible values for marking, and 

10 there are 16 possible values for queue in this implementation. If 

iqf Q < min Q/ the drop probability is always 0.0. 

The requirements of the system are that it must be able 
to handle a packet every two clock cycles. Therefore, it must be 
able to complete a WRED probability decision every two clock 
15 cycles. The algorithm could be implemented using floating point 
with a deep pipeline, but doing floating point calculations in 
hardware is expensive both in gate-count as well as time. A purely 
integer approximation of the abf mark±ng and p a (abf mark±ng ) based on a 

computational approximation of abf marking and a lookup approximation 

20 of p a (cibf marking ) is implemented. 

The computational approximation for abf marking is as 

follows : 
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hf _ (^1 ' a bfmarkmg,old + ^2 ' lC if narking) 

^ J markmg,new 

Note that ki + k 2 will always equal 64. 



The parameters k x and k 2 are integers whose sum must equal 

64, and the divide by 64 is simply a shift by 5 bits in the 
5 implementation. The multiplies can be done in a single cycle and in 
parallel. The following add and shift can also be accomplished in 
a single cycle. 

Since the goal of the approximation is to eliminate 
floating point calculations, the first step in the probability 

10 lookup approximation is to normalize the probability range of 0.0 
to 1.0, inclusive, to the integer range 0 to 255, inclusive. The 
probability is now an 8 -bit unsigned integer. The approximation 
further takes advantage of the constants within the probability 
calculations above by allowing a software program to precompute 

15 probability values for combinations of the variables shown above 
with these constants. One further approximation is required, 
however, because each of the variables has thousands of states, 
making storage of all precomputed values prohibitive. This last 
approximation, therefore, is to map the values of the variables 

2 0 into regions by comparing them with programmable thresholds to 
reduce the number of possible combinations. 

For example, suppose that all the variables (count, 

abf markinqf and pktsize) are integer values in the range [0, 1023] . 

All possible combinations of these values would require 1024 3 , or 
25 1,073,741,824 entries. The solution, therefore, is to map each of 
these values, based upon thresholds, to one of 4 regions. The new 
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variables become count _r eg ion f abf_region marking/ and pktsize_region. 

The result is that storage is only needed for all combinations of 
the regions rather than all combinations of the variables. That is 
4 3 , or 64 entries. When two more degrees of freedom {color with 

5 three possible values and queue with 16 possible values) are taken 

into consideration, there are a total of 3 * 16 * 64, or 3072 
entries of 8 bit integers . The concept extends to a higher 
precision. For example, if it is desired to map the three 
variables above to 8 regions each, then there are a total of 3 * 16 
10 * 8 3 , or 24,576 entries. 



Each of the variables (count_region, abf__region marklng/ 
pktsize__region, color, and gueize) become indexes into the five- 
dimensional probability array to complete the lookup approximation. 
For each combination of these variables, software will precompute 
15 what the drop probability will be. 



In the hardware implementation, then, only one 
computation needs to be made, and this is the pktsize_region. The 

count_region is simply the upper two bits of the count -since-last- 
drop counter and requires no computation. The abf_region marking is 
20 computed in the background periodically and is already available 
when the packet arrives. The color is determined from the packet 

itself, and the queue to which the packet belongs is obtained from 
a packet flow identifier (such as VPI and VCI or an IP header) 
through a lookup. These five parameters are used to form an address 
25 into the precomputed probability memory 24, and the probability of 
the packet is retrieved. Finally, this probability is compared to 
the output of a Linear Feedback Shift Register 2 8 which 
approximates a random number generator, to determine if the packet 
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should be dropped. All of this is accomplished in 6 clock cycles 
which are pipelined to complete a decision every 2 cycles. 

The parameters used by the WRED implementation described 
above, are summarized in the following table. These are the 
5 parameters for the non- approximation of WRED. The ones that 
directly (/) apply to the approximation have been tagged and 
explanations for those that indirectly apply. 







Parameter 


Description 


Default 




Per port 
maps to 3 1 
thresholds I 


maxPacket 


The largest packet likely to be 
encountered 


interface MTU 


rr 


avffPacket 


The exDected average nacket size 


256 bvtes 


%J 


rci pun 

marking 


WClgllL 

I 

maps to 
integer values 
k 2 and k 2 


useu m inc c-urnputation oi 
exponentially weighted moving 
average of buffer occupancy 


fl (\(Y) if "inline" mpflirtH 

u.uuz li miine meuioa 
is used 

0.012 if "periodic" method 
is used 






/Minth 


Drop threshold below which 
probability of intentional discard is 
zero. 


/ three thresholds here to 
/ implement stair-step 






/Maxth 


Drop threshold above which 
probability of intentional discard is 
100%. 


\ 






max_p 

used to 
precompute 
probability 
memory 


Maximum value for P b 


0.12 -red 
0.10 -yellow 
0.08 - green 


15 


Per port 4- 
queue 


v^Min 


Per-queue guaranteed buffer space 






Per port 


3 pktsize 
thresholds 







Figure 4 shows a block diagram overview of the 
implementation herein. 

Figure 5 is a block diagram of the probability memory 
address formation . 

Figure 6 is a flow chart of WRED implementation. 

Although the invention has been described in detail in 
the foregoing embodiments for the purpose of illustration, it is to 
be understood that such detail is solely for that purpose and that 
variations can be made therein by those skilled in the art without 
departing from the spirit and scope of the invention except as it 
may be described by the following claims. 



